[Ipokypop pasbsicusier

C pa3BUTHEM TEXHOJIOrMH 3HAYMTENBHO BO3pOCia JOIS  PasiIHYHBIX
NpOsBICHUI  XMIUIEHWH B TEJeKOMMYHMKAaLUMOHHOM cpejle, COBeplIaeMbIX
nocpeacTBoM Tejie(pOHHBIX 3BOHKOB U B ceTd «MuTepHeT.

Tak, NOKYNKH B MHTEpHETEe B TOCJEAHHE TOJbl MPUOOPENN 3HAYUTEIIbHYIO
MOMyJSPHOCTb W TIOJIYHHJIM JIOBEPHE CO CTOPOHBI I'pakkJIaH, Ye€M H IMOJb3YIOTCH
MOILUEHHMKH, T[pH O3TOM CO3/7aTh HWHTEPHET-MarasuH M HAaNoOJHHUTb €ro
(ororpadusMu TOBApOB, KOTOpbIe AKOOLI €CTh y NpOjABLA B HAIWYUH — JEJIO
Heckosbkux MUHYT. Ilocie Toro kak JeHsru 3a ToBap OyayT OTIpaBieHbl (Kak
MpeoIaToil, TaK 1 HaJIOKEHHBIM IJIATEXKOM), COTPYAHHKH MarasuHa rnepecTaHyT
BLIXOJAMTH HA CBA3b, JIHOO OyayT NpUAYMBIBATH OTIOBOPKH, & IOTOM MarasuH
Oecclie/IHO UCUE3HET.

Bekope nociie npekpaiiieHus paboTel caliT MOXKeT BO3POAUTCS MO APYroMy
ajgpecy, ¢ APYrdM JAW3aiiHOM M MOJ JAPYIHM Ha3BaHUEM, OXKHIas OYepeHbIX
JIOBEPUYHBBIX KJIMEHTOB.

Hukoraa He coBepluaiTe NMOKyNnkKH B HENPOBEPEHHBIX HHTEPHET-MarasHHax.
YTOUHHTE IOPUAHYECKHIT ajpec OpraHu3aluy U MpoBepbTe CYLIECTBYET JIH TaKas
opraHusailks B JAeHCTBHTENLHOCTH, NO3BOHHTE YTOOBI yOEAUTHCS B TOM, 4YTO ITO
JACHCTBUTENILHO HHTEPHET-MarasuH.

OJtiH 13 TONYJISPHBIX CIOCOOOB MOLIEHHHYECTBA, OCHOBAHHBIH Ha JJI0BEPHH,
CBA3aH ¢ pazMellienneM 00bSBICHHH 0 NMPOJIaxke TOBAPOB HA JIEKTPOHHBIX J0CKaX
o0ObsIBJICHHH M HHTEpHEeT-ayKUHoHaX. MOIIEHHHKH TaKKe MpHUBIICKAIOT CBOMX
JKEPTB 3aHMKEHHBIMM LIeHaMH (HanpuMep, BBUJY CPOYHOCTH rpoaaxu). Kak u ¢
MOIO3PUTEILHBIMH HHTEpPHET-MarasuHaMu Oy/bTe akKypaTHed, He cooOuiaiTe
PEKBU3UTBI CBOEH KapThl MOCTOPOHHUM JIHLIAM.

[MonynsapHpiM crioco0OM XHILEHH SBIAIOTCA KpaKH Napojied, HOMEpoB
KPEAMTHBLIX KapT, 0aHKOBCKMX CYETOB M APYroii KoH(HAeHIMAIbHON HHpOpMALIHK
— co3jlaHMe CcaiiToB-ABOMHMKOB. BHewHe Takue calTel He OTIMYAOTCA OT
OPUIHHAIBHBIX, Pa3HULLA KAK [IPABUIIO JIMIIL B O/IHO¥ OyKBe azipeca.

Ecnu HeBHUMATENIbHBII 1101b30BaTe/Ib HE 3aMETHT Pa3sHMLIbl H BBEJET CBOM
JIAHHbIE HA TAKOM caiiTe, TO 9TH CBEJCHHS OKaKyTCsl B pyKax 3/I0YMBILIJICHHUKA.

OGpauiaiite BHUMaHHe Ha NPaBUJIBHOCTL HAIMCaHMs aJpeca cairta, a Takie
ke Ha rokasarein 0e30MacHOCTH caiTa, TakMe KakK 3HAa4O0K 3aKphITOro 3aMKa B
ajpecHoii crpoke Opayzepa u Hanuuue OykBbl «s» (oDo3Hayaer «secure» —
OezonacHblit), «https://» B Hauase azpeca caiita. Eciid 9TH 3JIeMEHTBI OTCYTCTBYIOT
— Ha Takoil crpanuile HeGe30MacHO BBOJAMTH JAHHBIE, OCOOEHHO PEKBM3HTHI
OaHKOBCKHMX Kapr.

Takke yyacTHIHCh Cllydan Kpax JAeHEKHbIX Cpe/ICTB ¢ OAHKOBCKHMX KapT.

3710YMBIIUIEHHHKH, HCIOAbL3Ys 0a3bl JaHHBIX COTOBBIX ONEPaTOPOB, 3BOHSAT
Ha MOOWIIbHBIE TeJiedOHBI, NpecTaBsisAck paOOTHUKAMHU pa3IMYHbIX OpraHn3aLuii.
B npouecce pasrosopa NpecTynHUKH IpeularaloT OTKPbITh 0Oojiee BBITOAHBIC
BKJa/Abl, coobuialor, 4yro OaHkKoBcKas Kapra 3a0j0KMpoBaHa M Heo0XOAMMO
MepeBecTH JIeHEeKHbIE CPeACTBA HA JPYrod cyeT W Jal0T MHCTPYKUHMH KaK 3TO
cienarh depe3 GaHKkoMaT MM MyTeM cOoOOLIeHMsE UM KOJIOB IOCTYIAIOIIHX Yepes



cMme-coobuiennsi. B peanbHOCTH K€  J€HBIM  MEPEBOMATCS  Ha - CHETA
3/10yMBILIJIEHHHKOB, @ HOMepa Te/e(OHOB, ¢ KOTOPLIX OHH 3BOHHI/IH, CTAHOBATCA
HEeIOCTYTIHBI.

Jlis  mpOTHBOAEHCTBHA — YKa3aHHbIM  NPOTHBOINPABHBIM JAeHCTBUAM
HeoOX0AuMO coOIIOAaTh CleAYIOLIHe NpaBuia:

- He coobLaTh AaHHbIE O Ballell KapTe HeM3BECTHBIM MIIH MaJO3HAKOMbIM
JIALAM;

- B Coyuae nosiydeHus coobuienns o 6I0KMpOBKH Balluei OaHKOBCKOH KapThbl
3BOHMTH 110 HOMEPY TeXHMUECKOil Mojiep/Kki GaHKa, KOTOPbIH yKasaH Ha caMoM
KaprTe;

- HUKOMY He coo0uiarh MapojM, Ha CHHCaHWE JEHEXKHBIX CPCICTB,
MOCTYNHBIIKE B BH/E cMC-co001IeHHH. TonbKko MOLLICHHUKH 3alpallinBaioT MapoJiH;

- He XPaHNTh CBEJIEHNA O MMH-KO/e K GAHKOBCKOI KapTe BMeCTe ¢ Hel K B
OTKPLITOM ZOCTYTIE;

- HMKOMY He coo0uaTh CVV-KOA YyKa3aHHbIH Ha OOpaTHOH CTOpOHE
OaHKOBCKOM KapThl,



BEPEI'HMCDH
MOIIEHHHUKOB!



YBAXKAEMBIE TPAXIOAHE!
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BYObBTE BHHM&TeAiniaI H;ﬁﬂHTeAbel 4yTOOBI HE CTATh
XKepTBoi achepucton!




