Ilepeyenb mep 3amUThHI HHGOPpMAIMHA
UHGpOpMaLHOHHOKH HH(PPACTPYKTYPbI

O000meHHbIi NepedyeHb Mep 3amUTHI UHGopMauuM HHOOPMALMOHHOM
HHPPACTPYKTYPbI OPraHOB rocyJapCTBEHHOM BJIACTH M opraHusauui Poccuiickoi
Denepanuu

1. Meps! 3amuThl HHPOPMALMK 110 MOBBILIEHUIO 3aLUIEHHOCTH MEPUMETpPa
MH(OPMALIMOHHBIX CUCTEM U MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEH OpPraHoB
roCyJJapCTBEHHOM BJIACTH M opranusaiuii Poccuiickoit @enepannu (1anee - CUCTEMBI U
CeTH)

1.1.  IlpoBecTn MHBEHTapU3ALMIO OOIIEJOCTYIHBIX HH()OPMALIMOHHBIX PECYPCOB
(BeO-caiiToB, MOPTAIOB) MyTEM BHEIIHETO CKaHMpOBaHUs Ooka my6innuHbIX [P- agpecos,
NPUHAJISKAIUX OpPraHu3allK, ¢ LENbI0 OMPEAENEHUsI CETEBBIX CIYXO, OTKPBITHIX Ha
IIEPUMETPE CUCTEM U CETEH, a TaKKe IyTeM CKaHHpOBaHUs [P-anpecoB, BeIIEIEHHBIX IS
CUCTEM U ceTed oOpraHu3allid B apeHIOBaHHOM O0JIaKe/XOCTUHIE, M OTKIIOYHUTH
HEHCII0JIb3yeMBbI€ CITYKObI U BEO-CEpBUCHI.

1.2. TIlo pe3ynpTaTaM CKaHUPOBAaHHSA IIPOBECTH AHAIU3 OTKPBITHIX IOPTOB,
ONpPENEIUTh NPUHAMICKHOCTh M JIETUTUMHOCTH JOCTYIHBIX IO OTKPBITBIM ITOpPTam
CEpPBHUCOB M 3a0JIOKMPOBATh JOCTYI W3BHE K CETEBBIM CIyXO0aM, JJIsi KOTOPHIX OH HE
TpeOyeTcs WiIM OrPaHUYUTh JOCTYII 110 Oestomy cnucky IP-agpecos Tam, rae 370 BO3MOXKHO
UCXOJs U3 HA3HAYEHUS CEpBHCA.

WNHBenTapu3anys JOJKHA NPOBOAUTHCS HA MEPUOAUYECKONM OCHOBE, HO HE peXe
pasa B KBapTall.

1.3. BbIABUTH BCE NMOAJOMEHHBI, 3aPETUCTPUPOBAHHBIE B JIOMEHE OpraHU3alNU
NyTeM aHajau3a MacTep-30Hbl Ha aBTopuTaTMBHOM DNS-cepBepe, M mpoBecTH
MHBeHTapu3auuw [P-anpecoB Bcex MoaI0MEHOB.

1.4. TIlpoBecTn WHBEHTapU3alUIO CHUCTEM M CETEH HA NPEAMET HaJIW4usd
OTJIEJIbHBIX KaHAJIOB YIpaBJIEHUS MPOTrPaMMHBIM OOecleueHueM M O0OpYJA0BaHUEM.
Hampumep, kakue kaHanmel ctpositcs ¢ wucnoiab3oBanueM 3G/LTE oGopynoBanus
U PACILIMPAIOT IOBEPXHOCTh peaanu3alui KOMIIBIOTEPHBIX aTakK.

B ycnoBusix OTCYTCTBUSI TEXHHYECKOW BO3MOYKHOCTH pEAM3alMy MEpP 3aIUThI
uH(pOpMALIUU I TOJAO0HBIX pelIeH, He0OX0AUMO MPOU3BECTH YUYET BCEX YCTPOUCTB,
IIPOBECTU CKaHWpOBaHME UX [P-anpecoB, yCTpaHUTh KPUTHUECKUE YS3BUMOCTH, 3aKPBITh
OTKPBITBIE IIOPTBI M CMEHWUTh Napoiau. B ciydae HEBO3MOXHOCTH yCTPAaHEHUS
YSI3BUMOCTEN PACCMOTPETh BO3MOXKHOCTD OTKJIOUEHUsI KaHAJIOB YIIPABJICHMUS.

1.5. OOGecneuyuTh AOCTYN K BHYTPEHHUM CEpBUCAM OpraHU3allUU MOCPEACTBOM
BUPTyaJbHBIX 4YacTHbIX cered (VPN) ¢ wucnonp3oBaHueM  JByX(paKTOpHOMH
ayreHTH(puKanmu. [Ipyu BO3MOKHOCTH peann30BaTh CIEAYIOMUN HA0Op OrpaHUYCHUN:

yIaJeHHbI JOCTyNl pa0OTHUKOB OCYHIECTBIATH ToiNbko ¢ [P-ampecos,
3aKpEIUICHHBIX 32 aBBTOHOMHBIMHU crucTteMamu Poccuiickoit @enepannu;

npu  HEOOXOAMMOCTH JocTyna ¢ 3apybexHbix [P-agpecoB peannszoBaTh
OorpaHHyYeHue Mo OeJIoOMYy CIHCKY;

pa3paboTaTh NpaBuja KOpPpeIsLUUA B CUCTEMax MOHUTOPUHIA MH(OPMALMOHHOMN
6e3onacHocty (SIEM) no noaxitoueHusiM ¢ HHOCTpaHHbIX [P-aapecos;



ONOKMPOBaTh MOJKIIOYEHUSI K HHPOpMannoHHbIM cucteMam ¢ [P-aapecoB VPN-
npoBaiifiepos, y31m0B TOR u nojcereit xoctepos (hetzner, ghoster u apyrux mojcerei);

3aMpeTuTh yIajleHHOe aJMUHUCTPUPOBAHHUE C MOJKIIOYEHUEM C 3apyOexkHbIX [P-
aJIpecoB.

1.6. B cimydyae Hanu4us Ha NEPUMETPE CUCTEM M CETEM ITOYTOBBIX CEPBHCOB
(Bxirouas cepBuckl OWA), cepBucoB (aiimoBoro ooMeHa (takux kak FTP), peanuzoBats
Mepbl, yKa3aHHbIE B YHKTE 1.5 HACTOAIIEr0 JOKYMEHTA.

1.7.  Jns B3aMMOJEHCTBUS C MpuiokeHueM 1o unrepdeiicy APl orpanuuuthb
JIOCTYTI 110 O6esnomy criucky [P-anpecoB (mpu BO3MOXKHOCTH).

1.8. Ilpm wHamuuuu coOCTBEHHON aBTOHOMHOM cucrembl (AS) u Osoka
nyonuunbix  [P-ampecoB, opranuszoBaTh MoHHUTOpMHr artak Tmma BGP  Hijack
C UCIOJb30BAaHMEM CEpBHCA OT OMeparopa CBSI3U WU CHEHUATU3UPOBAHHOTO
OTEUECTBEHHOTO CEPBUC MpoBaiepa (Mpu BO3MOKHOCTH).

1.9. lleperith Ha wHcHoAb30BaHME YCIyr noctyna K cetd «lHTepHeT»
U Telle(OHUU y POCCUNCKHUX OTIEPAaTOPOB CBSA3H (IIPU BO3MOKHOCTH).

1.10. OpranuzoBaTh MNOAKIIOUYEHUE CBOEH aBTOHOMHOW cucteMbl Kk MSK-IX
(TIpu BO3MOXKHOCTH).

1.11. OOGecneunTh 3alUTy KPUTUYHBIX BEO-pECypCOB C MOMOIIBIO (DUIBTPALUH
TpauKa MPUKIATHOTO YPOBHS C MPUMEHEHUEM CPEJCTB MEKCETEBOIO IKPAHUPOBAHUS
ypoBHs mpmioxenuit (web application firewall (WAF)), ycTaHOBICHHBIX B pPEKUM
MPOTUBOACUCTBHUS aTakaMm, M 3alllUTBI OT aTak OTKa3a B oOciyxuBanuu (DDoS-artak)
Ha CPEJICTBAaX MEKCETEBOI0 SKPAaHUPOBAHUS U JPYTHX CPEICTBAX 3aLIUThl HH()OPMALIUH.

1.12. Y6enautncsi, YTO KPUTHYHBIC BEO-NPUIIOKEHUS U BEO-pECypChl, KOTOPHIE
HEOOXOIMMBI JJI OCYIIIECTBIIEHUSI OCHOBHBIX IPOIIECCOB, a TAK)KE OCHOBHBIE BEO-pecypChl
HE COJEpPKAaT KOMIIOHEHTOB, OAIPYKAEMBIX C BHEIIHUX HEKOHTPOJIHUPYEMBIX PECYPCOB.
B cnyuae BBIABIEHMS Takoro KojAa, PacCMOTPETh BO3MOXKHOCTb BPEMEHHOIO WIIN
MOCTOSIHHOTO €T0 OTKJIIOUEHUSI.

1.13. Ha cereBoM 000OpyIOBaHMU TpPH HAJTUYUU TEXHUUYECKOW BO3MOMXKHOCTH
OTKa3aTbCid OT MCIOJIb30BAHMSI HE3AIUMIIEHHBIX IMPOTOKOJOB YIPABJIECHUS, TaKHUX
Kak telnet/http/snmp, 1 pa3pemuTs JOCTY K 000pYI0BaHUIO TOJIBKO U3 JIOBEPEHHBIX CETEH
(cerMeHTHI ynpaBlieHus, paboune CTaHIUU aIMUHUCTPATOPOB).

1.14. OrpaHuyuTh UCMOIB30BAHNE OOE3TMUECHHBIX YUYETHBIX 3alIUCENl Ha CETEBOM
000pyI0BaHHH.

1.15. B ciydae HeoOxomuMocTH ucnoib3oBanus SNMP 11st MOHUTOpUHTA /1IN
yIpaBjieHHus 000PYIOBaHUEM, OTPAaHUYHUTh K HEMY JOCTYI ITyTeM H30JSLUU Ha ypOBHE
VLAN/VREF, a Taxxe npumenenust ACL mist noBepeHHoro crnucka aapecoB. [Ipu stom
HEOOXOAMMO OTKa3aThCsl OT MPUMEHEHHs snmp-community mo ymomdaduio (public,
private) u ucronb3oBatb SNMP v.3.

1.16. B cinydae nmpumeHeHHs B cucTeMax M ceTsXx AAA cepBepoB, IPOBECTU
HACTPOWKY CETEBOTO OOOpYAOBaHUS Ha IEHTPAIM30BAHHYIO  ayTEHTHU(PHUKAIIUIO
o TACACS+, RADIUS, unu LDAP.

1.17. B cnyuae ucnonb3oBaHus 3apyoexHbix myonnunsix NTP-cepBepos nepeittu
Ha ucnoiabs3oBanue nyoauunoro NTP-cepsepa MSK-IX:

Nwms cepBepantp.msk-ix.ru

1Py4-anpec 194.190.168.1



1Py6-anpec 2001:6d0:ffd4::1

1.18. B caydae ucnons3zoBanus 3apyoexkupix CDN mpoBaliiepoB, B TOM YHCIIE
Akamai, CloudFlare, Heo6X01UMO TIEPEUTH HA UCTTOIH30BAHHE OTECYECTBEHHBIX aHAJIOTOB.

1.19. OpranuszoBaTh XOCTUHI pecypcoB Ha Teppuropun Poccuiickoit denepannu.
[Ipy BexeHMM MEXIYHAPOJHOM JESITENBHOCTH MpPU HEOOXOJWMOCTH BO3MOXKHO
OpraHu30BaTh 3€pPKajo caiiTa Ha XOCTHHTE 32 PyOekKOM.

1.20. Peanu3oBarh 3amMIIEHHBIA TOCTYI TMOJb30BaTeNell K BeO-pecypcaM CeTH
«HTEpHET» Yepe3 NUTI03bI UK MPOKCU-cepBEPA (TP BO3ZMOKHOCTH) C UCIIOJIb30BAHUEM:

(yHKUIMH TIOTOKOBOTO aHTUBUpYyCa (17 aHTUBUPYCHOM TPOBEPKU BCErO
3arpy’kaemMoro KOHTEHTa), OOHApYKEHUs BTOPKEHUH (IUIsl MPEJOTBPAILICHHS IOIMBITOK
AKCIUTyaTalldd YSI3BUMOCTEH KIMEHTCKUX mpuiokeHuit), ¢unbrpanuu URL-aapecos
U BEO-TIPUIIOKEHUM;

(GYHKUIMM ~ WHTErpallUd  C  «MECOYHMIICH»,  BBINOJHAIOIEH  OTKPBITHE
B HM30JINPOBAHHOM OKPY)KEHHMHM BCE€X 3arpyxaembix u3 cetu «MHTepHer» (aiinoB amns
aHaJlM3a UX MOTEHIIUAIBFHOTO BO3JACHCTBHUS HA CUCTEMY;

OTpaHHYEHUs JOCTyNa K 3apyO0exHBIM pecypcam, 3a UCKIIOYEHHEM TeX, KOTOphIe
HEOoOXO0IMMBI TI0 paboTe, WM pa3pelieHusl TOCTyma K pecypcam u3 Oenoro crucka IP-
azpecoB (MpU BO3MOKHOCTH).

1.21. Hcnonws3zoBate DNS-cepBepa Ha Teppuropun Poccutickoint @enepannu:

aBTOPUTATUBHBIE - JJII XOCTHHTa 30HBI HCIOJIb30BaTh HECKOJILKO MPOBANIEpOB
¢ o0s3aTenpHOM 3amuToi oTr DDoS-aTak.

peKypcuBHbIE - ucnonb3oBaTh DNS  or omepatopa cBA3M  W/WUIHU
CIICUATTM3UPOBAHHBIX poccuiickux npoBanaepoB DNS, n/unum HanmnoHnansHON cUCTEMBI
nomeHHbIx umeH (HCIN);

B ClIy4ae BEIEHHS MEXIAYHAapOJHOW JNEATENbHOCTH OpPraHU30BaTh XOCTHHI 30HBI
B TOM YHCJIE Y 3apyOeKHBIX POBANIEPOB;

€CJIM OpraHu3alus MCHoyib3yeT nomeH He B 30He .RU, .P®, .SU, meobxommmo
3aKynuTh qoMeH B 30He .RU u obecnieunth paboTOCTIOCOOHOCTH PECYPCOB.

2. Mepbl 3amMThl CUCTEM U ceTell, (YHKIMOHUPYIOMIUX MOJ YIpaBiICHUEM
oTepaMoHHBIX cucteM Microsoft Windows

2.1. Mepsl 3ammrtbl UHGOPMALKMKU OT Yrpo3 Oe30macHOCTH HH(OpMaIu,
HAIPABJICHHBIX HA MOJy4YeHUE YYETHBIX TaHHBIX MOJIb30BaTeNel MyTEM UX U3BJICUCHUS U3
NaMsTH WIH Pa3IMYHbIX CHCTEMHBIX XPaHUIIUIII.

2.1.1. MuHMMH3UPOBATH UCITOJIb30BAHUE HEINOACPKUBACMBIX BEpCU
onepanmoHHbIX cucteM Microsoft Windows (Bkirouast ycrapesmue sepcun Windows 10).
VY6enutbcs, 4TO Ha BCeX AaBTOMATHU3MPOBAaHHBIX pabounx Mectax (mamee — APM)
non ynpasieHueM Windows 7/Windows 8/Windows Server 2008 R2/Windows Server
2012, rae mo KakuM-1100 MpUYMHAM HEBO3MOKEH nepexo] Ha Oonee HoBbie Bepcun OC,
ycranoBlieHo oOHoBieHne KB2871997 (https://techcommunity.microsoft.com/t5/core-
infrastructure-and-security/the-importance-of-kb2871997-and-kb2928120-for-
credential/ba-p/2 58478).

2.1.2. YOenuthcs, 4To Ha Bcex AoMeHHbIX APM 1uist mpoBaiiiepa ayreHTudukanuu
WDigest OTKIIOYEHO KEMIMPOBAHWE MApOJICH MHTEPAKTHBHO ayTEHTH()HUIIMPOBABIIUXCS
110JIb30BaTeNen B OTKPBITOM BUJIE B naMsTu nporecca Lsass
(https://docs.microsoft.com/en-us/answers/questions/463368/disabling-credentials-



caching-in-wdigest.html). Mcmonb30BaTh TPyNNOBYIO MOJUTHKY UISI IPUHYAUTEIHHOTO
OTKJIFOUEHHS JTAaHHOTO KEUIMPOBAaHUS, a TaKXK€ peain30BaTb MOHUTOPUHT M3MEHEHUU
OTBEYAIOIIET0 3a IaHHYI0 HACTPONKY KITIoYa peecTpa.

2.1.3. Bxmounts Ha Bcex NOMEHHbIX APM npHHYIUTEIBHYIO OYMCTKY HaMSATH
OT YYETHBIX IAHHBIX MPU BBIXOE MOJIH30BATENS U3 CUCTEMBI ITyTEM YCTAHOBKH 3HAYCHUS
KJII0Ya peecTpa, OTBEUAIONIEero 3a JaHHY0 HacTpouky (https://support.microsoft.com/en-
us/topic/microsoft-security-advisory- update-to-improve-credentials-protection-and-
management-may-13-2014-93434251-04ac-b713-52aa-91951¢c14b649 ).

2.1.4. 3anpeTutrh TPYyNNOBOM IMOJUTUKOW XpaHEHHE B IITATHOM MEHEIXKeEpe
napoJiei Windows YYETHBIX JTAaHHBIX IS CETEeBOU ayTeHTU(UKAIUU
(https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-
settings/network-access-do-not-allow-storage-of-passwords-and-credentials-for-network-
authentication).

2.1.5. Ilo BO3MOKHOCTH HCHIOJIB30BaTh HAa BceX NOMEHHBIX APM mexanmsm LSA
Protection asist 3amuThl MaMaTH mpoiiecca lsass

OT JIOCTYTa CO CTOPOHBI HeoBepeHHbIX mporieccoB (https://docs.microsoft.com/en-
us/windows-server/security/credentials-protection-and-management/configuring-
additional-Isa-protection). bonee »3¢dexTuBHON anbTEpHATUBOM NaHHOMY MEXaHU3MY
SBIIICTCS TPUMEHEHHE (PYHKIIMOHAA 3aIIUTHI TAaMSTH TIpoliecca 1sass B pereHusx

IO 3aIuTe KOHeUHBIX ToueK. Hanpumep, mexanusm Credentials Guard, mocTymHbIi

B HOBBIX Bepcusix ornepanuonnubix cucteM Windows (https://docs.microsoft.com/en-
us/windows/security/identity-protection/ credential-guard/credential-guard).

2.1.6. cnonp3yss  rpynmoByX  TOJUTUKY,  OFPAHHUYUTh  BO3MOXKHOCTH
UCIOJIb30BaHMs TpuBwieruu otinagku (SeDebugPrivilege) ansg aaMuHHCTpaTHUBHBIX
y4€THBIX 3amuced Ha BceX JoMmeHHBIX Xocrtax  (https://docs.microsoft.com/en-
us/windows/security/threat-protection/security-policy-settings/debug-programs).  Ecnu
JaHHAs IPUBHIICTUST HEOOX0IMMAa TSI OTACIIBHBIX KaTETOPHH MOJIh30BaTEeNICH (Halpumep,
pa3pabOTUYHKOB), PA3PEIIUTh €€ TOIBKO JIJISl JAHHBIX YYETHBIX 3aMUCeH.

2.1.7. OTKIIOYUT, WIM  OTPAHUYUTHh  KEIIMPOBAHME  YYETHBIX  JIAHHBIX
WHTEPAKTUBHO BOIIEIINX IMOJIH30BATENCH, HCIIOIB3YEMOE TSl JOCTYINA B CHCTEMY IPHU
HEIOCTYITHOCTH KOHTPOJIIEPOB JTOMEHA.

(https://docs.microsoft.com/en-us/windows/security/threat-protection/security-
policy-settings/interactive-logon-number-of-previous-logons-to-cache-in-case-domain-
controller-is-not-available).

Jnsa craumoHapHbix APM, MMEHOIIMX IMOCTOSIHHOE MNOJKIIOUYEHHE K CHCTEMAM
U CCeTIM, PEKOMEHIYeTCS OTKIIOYUTh KEIIUpPOBaHWE, IS MOOWIBHBIX APM
MUHHUMHM3UPOBATH pa3Mep Kema 1o 1-2 3anucei.

2.2, Mepsl 3ammuThl  WHGOPMAIMM, HANpaABIEHHbIE HA  OTPAaHUYCHHE
BO3MOXXHOCTEH HApYIIUTENICH MO0 WCIMOJIb30BAHUIO MOJYYCHHBIX YYETHBIX JAHHBIX JIJIS
nepemenieHus Mexay APM cetu opranusanuu.

2.2.1. OrpaHuyuTh BO3MOXKHOCTb CETEBOI0 J0cTyna Mexay APM mo npotokonam
DCOM, SMB, RDP, WinRM. JlanHoe orpaHu4eHHE MOXKET OBITh pPEATU30BAHO C
UCTIOJB30BAHUEM CPEJICTB MeXceTeBoro osKkpanupoBanus, ACL Ha access-moprax
kommyTtaTopoB, Private VLAN, Wireless Client Isolation.

2.3.  Mepsl 3a1IUTHI NPUBUIIETUPOBAHHBIX YUETHBIX 3aIMHCEH.



2.3.1. Vcnonb30BaTh yCHICHHBIC TTAPOIHHBIC MOJIUTUKY JIJISI TPUBUIICTUPOBAHHBIX
y4€THBIX 3anuce (0oJiee yacTasi CMEHa, MOBBIIIEHHbBIE TPEOOBAHUS K CJIOKHOCTH TApOJIs).
Jlnst peanuzaniid BO3MOKHOCTH HCIOJIB30BaHUS Pa3IMYHBIX MApOJIbHBIX MOJUTUK IS
pa3HbIX Kateropuil mosb3oBaTeneil B Windows ucnonb3zoBath mexanusMm Fine-Grained
Password  Policies  (https://docs.microsoft.com/en-us/previous-versions/windows/it-
pro/windows-server-2008-R2-and-2008/cc770394(v=ws.10).

2.3.2. Jlns 3amuThl TPUBWIETHPOBAHHBIX YYETHBIX 3allMCced  peain30BaTh
MHOTOYPOBHEBYIO MOJIENb JOCTYIa, MOJPa3yMEBAIONIYI0 BBIJCICHHE KaK MHUHHUMYM
CIEAYIOIINX YPOBHEM:

Yposens 0: KoHTpOiepsl 1o0MeHa;

VYposens 1: Cepsepa;

Ypogens 2: Paboune cTaHImy.

2.3.3. Jluist aiMUHUCTPUPOBAHUS KaXJOTO U3 YPOBHEH MTOJKHBI MCIIOIb30BATHCS
pa3/eNbHbIC TPUBUICTUPOBAHHBIC YUETHBIC 3aIMMCH C IPUMEHEHUEM IPYIITTOBOM TOJTUTHKA
(mapametpsl «Deny access to this computer from the network», «Deny logon locally»,
«Deny logon through Remote Desktop», «Deny logon as a batch job», «Deny logon as
a service») peKOMEHAYeTCsl peain30BaTh CIASAYIONIME OTPAHUYCHUSI:

3anpeT BXxoJa noja y4€THeIMU 3anucsiMu ypoBHs 0 Ha APM yposaeit 1 u 2 (3anpet
BXO0/1a TI0JT JOMEHHBIMU aJIMHHHCTPATOPaMHU

Ha pabouure CTaHIMHU U CepBepa);

3ampeT BXoja Moj y4E€THBIMHU 3amucsamMu ypoBHsA 1 Ha APM ypoBHeil 2 (3amper
BXOJIa MO/ YYETHBIMU 3aITUCSIMH a]IMHHICTPATOPOB CEPBEPOB HA pabOUHe CTAHIINHN).

Bonee mompoOHBIE peKOMEHIAIMHM TIO pealu3allid MHOTOYPOBHEBOW MOJeNn
BO3MOJKHO TOJTYYUTH TI0 CCBUIKE:

https://docs.microsoft.com/en-us/security/compass/privileged-access-access-
model.

2.3.4. PexomeHayeTCsl UCTIOJB30BATh BhIACIEHHbIE (PU3NYECKUE WIIH BUPTYaJIbHbIE
APM 17151 aiIMUHUCTPATOPOB

C YCHJIGHHBIMH MepaMu MO0 Oe30MacHOCTH, MOAKIIOYCHHBIE K U30JIHUPOBAHHOMY
ceTeBOMy cermMeHTy. bonee moapoOHbIe peKOMEHIAIMU TI0 pean3aluu JaHHOW Mepbl
BO3MOXHO HOJIY4YUTh o CCBLIKE https://docs.microsoft.com/en-
us/security/compass/privileged-access-devices.

2.3.5. Ina agmunuctpupoBanuss APM ncnonp30BaTh ITATHYH YYETHYIO 3alUCh
JIOKQJIBHOTO aIMUHUCTPATOpPa C YHUKAIBHBIM IapoJieM Ha KaXJ0W pabodeil CTaHIIHH.
ObecrieunTh pEryjsipHYI0O CMEHY MapoJied MaHHBIX YYETHBIX 3alHCeH, HCIIONIb3Ys
mexanu3Mm LAPS (https://www.microsoft.com/en-us/download/details.aspx?1d=46899).

2.3.6. Ucnonw3zoBath Tpynmy Protected Users mns Bcex NPUBUIECTHPOBAHHBIX
JTOMEHHBIX YUETHBIX 3aImcei, HaTpuMep, aIMUHUCTPATOPOB JIOMEHA
(https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-
management/protected-users-security-group).

2.3.7. 3anpeTuTh JEJIETUpPOBAHME i1 BCEX MPUBUIECTUPOBAHHBIX JOMEHHBIX
y4€THBIX 3amuceil, HanpumMep, aAMUHUCTpaTopoB nqoMeHa (https://docs.microsoft.com/en-
us/windows/security/identity-protection/access-control/active-directory-accounts#task4-
disable-account-delegation).



2.3.8. Jlns Ge30macHOTO yIaIEHHOTO aIMIHUCTPHUPOBAHNS OTIEPAIIMOHHBIX CUCTEM
Windows ¢ ucnonszoBanueM RDP pekoMeHyeTcst IpUHSATH CIEYIOUINE MEPHI:

UCKJIIOYUTH BO3MOKHOCTH 0cTyma 1o RPD nanpsimyro u3 cetu «UHTEpHETY;

BKJIIOUNTh OO0s3aTenbHy0 ayTeHTU¢ukauuio Ha ypoBHe cetu (Network Level
Authentication, https://docs.microsoft.com/en-us/previous-versions/windows/it-
pro/windows-server-2008-R2-and-2008/cc732713(v=ws.1l));

HACTPOUTH aBTOMATUYECKOE 3aBEPIICHUE CECCUI MTPH OTKIIOUECHUHU

oT yAAJIEHHOTO pabouero CTOJIa oe3 3aBEPIICHUS ceccuu
(https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2003/cc758177(v=ws.10)?redirectedfrom=MSDN);

o BO3MO>KHOCTH UCIIOJIb30BATh Restricted Admin Mode
(https://social.technet.microsoft.com/wiki/contents/articles/32905.remote-desktop-
services-enable-restricted-admin-mode.aspx) win Windows Defender Remote Credential
Guard  (https://docs.microsoft.com/en-us/windows/security/identity-protection/remote-
credential-guard).

2.3.9. ObecrieunTh peryisipHyto (HE pexe OJHOTO paza B TOJ]) CMEHY MapoJis
cepBucHOU yuéTHo 3ammcu krbtgt. Taxke HEOOXOIUMO BBITIOIHUTH MPUHYAUTEIHHYIO
BHEIUTAHOBYIO CMEHY MapoJIst JAaHHOK YIETHOM 3alHCH B CICIYIOIIUX CUTYaIUIX:

YBOJIbHCHHE COTPYHHUKA, HIMEBIIIETO MPUBUJIETHH JJOMCHHOTO aIMUHUCTPATOPA;

MOJIO3PEHUE Ha KOMIIPOMETAIMIO YYETHOM 3alHCH C MPUBWIETUSIMU JOMEHHOTO
aJIMUHHACTpATOpA.

OO6partiaem BHUMaHUE, YTO U3-32 0COOCHHOCTEH (PYHKIIMOHUPOBaHUs cpeabl Active
Directory nnst monHo#t cMmensl naposst krbtgt HeoOxoIuMo MOMEHATH ero 2 pasa noapsI
(https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-forest-
recovery-resetting-the-krbtgt-password).

2.3.10. [IpoBOoaUTH perynsipHbIi ayAUT COCTaBA PUBUIICTUPOBAHHBIX IPYIII.
OO0parmaeM BHUMaHUE, YTO K TPUBWJICTUPOBAHHBIM TPYIIIaM OTHOCITCS: Tpymibl Domain
Admins unu Enterprise Admins, Administrators, Domain Admins, Enterprise Admins,
Schema Admins, Account Operators, Print Operators, Server Operators, Domain
Controllers, Read-only Domain Controllers, Enterprise Domain Controllers, Group Policy
Creators Owners, DnsAdmins, Key Admins, Enterprise Key Admins, Organization
Management, Exchange Trusted Subsystem, Exchange Windows Permissions.

2.4. Mepsl 3a1IUThl CEPBUCHBIX YUETHBIX 3aIMCEN

2.4.1. OrpaHuuuTh KOJMYECTBO CEPBHUCHBIX YUETHBIX 3allUCEd C pa3pelIEHHBIM
HEOTPAaHWYEHHBIM JenierupoBanueM. [1o BO3MOXKHOCTH HCIIOJIB30BaTh OTPAHHUYCHHOE
nenerupoBanne BMecTo HeorpannueHHoro (https://adsecurity.org/?p=1667).

2.4.2. Vcnonp30BaTh CTOWKKE MAPOJIH TSI CEPBUCHBIX YUETHBIX 3aITUCEH

U OCYIIECTBIIATHh UX PETYJSPHYIO CMEHY (HE peke pa3a B MOJTOJIa WIH KBapTam).
Jns  aBrOMaTM3aluu PETYJSIPHOM CMEHBI IApOJIEM CEPBUCHBIX YYETHBIX 3alMUCced
pekoMeHayercss ucronb3oBath  MexaHusM  gMSA  (https://docs.microsoft.com/en-
us/windows-server/security/group-managed-service-accounts/getting-started-with-group-
managed-service-accounts).

Taxxe HEOOXOUMO YOEAUTHCS, YTO CEPBUCHBIE YUETHBIC 3alUCU HE SIBIISIOTCS
YICHAMHU MTPUBUIICTUPOBAHHBIX JIOMEHHBIX TPYTIII.



2.4.3. Ucnonb3yst  TpYINIOBbIE  MOJUTHUKH, PEKOMEHIYETCS  OrpPaHUYMTH
BO3MOXXHOCTh BXOJIa TMIOJ] CEpBUCHBIMU YyUY&THBIMH 3amucsiMu Ha APM, rage wux
UCIIOJIb30BaHNE HEIONMYCTUMO (Hampumep, nHTepakTuBHBIN, RPD unu cereBoit Bxoa moj
CEepBUCHOM YU4ETHOMU 3aMMChIO HA TOJIb30BATEIBCKYIO pa00UyI0 CTaHIIHUIO).

2.44. Ina angmuHuctpatopoB APM u cepBepoB pPEKOMEHIYETCS 3aBOJAUTH
paszienbHbIe YUYEeTHbIE 3aMuch (C MpaBaMu OOBIYHOTO IMOJIH30BATENS M C MOBBIIICHHBIMU
npaBamu). [loBceHEBHAS €S TENBHOCTD,

He TpeOyroIIasi MOBHIIICHHBIX MPUBUIIETHIA, TOJDKHA BECTUCH C TIPaBaMH OOBIYHOTO
TIOJTb30BATEIISI.

2.5. OOmecuctemMHble Mepbl 3alUThl WUH(OPMALUHU OMNEPALUOHHBIX CHCTEM
Microsoft Windows.

2.5.1. TlpoBoauTh peryjspHBIA ayauT TOMEHHBIX YU€THBIX 3amuceil. Ocoboe
BHUMaHHE 00paIaTh Ha CIeIYIOMNe yIYETHRIC 3aICH:

HE HMCIIOJIb30BABIINECS [UTUTEIHHOE BPEMSI;

JUTUTEIILHOE BpEeMs HE MEHSBIIIUE TapOJib;

yuéTHBIEC 3allMCU C BKJIIOYEHHBIMU CBOMCTBaMu «Store password using reversible
encryption», «Password Not Required», «Password Never Expires», «DES Kerberos
Encryption Enabled», «Do not require Kerberos Pre-Authenticationy;

y4€THBIE  3allUCH,  AacCOLMUPOBaHHBbIE €  JIOABMH (B OCOOEHHOCTH
NPUBWICTUPOBAHHBIE), UMeloe Tnponucanubie SPN, KoTopble, Kak MpaBuUio,
YKa3bIBAIOTCSI TOJIBKO [IJISl CEPBUCHBIX YUYETHBIX 3amuced, MO0 y4€THBIX 3amucei
KOMITBIOTEPOB.

2.5.2. OTKIIOYATE BO3MOXKHOCTH JoOaBiieHHsS B J0MeH HOBeIX APM
HENPUBWJICTUPOBAHHBIMU TI0JIb30BATEIISIMHU.

[To ymomyanwro 000N TOMEHHBIM TONB30BAaTEIh HMEET TIPaBO  Ha
caMocTosATeNbHOE no0aBnenue B foMeH 10 10 APM.

2.5.3. BxmrounTh Ha BCEX Yy3/laxX PACIIMPEHHBIE IOJUTUKH ayAuTa COTJIACHO
ypoBHIO  «Stronger Recommendation»  (https://docs.microsoft.com/en-us/windows-
server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations).

2.5.4. Vcnonws3zoBath  monutuku  «AppLocker»  orpaHuueHuss  3amycka
UCTIOHSIEMBIX (haiIOB 1O OEIOMY CIIHICKY.

Mepbl 3aIUTBI CUCTEM U ceTel, (PYHKIIMOHHUPYIOIIMX IO/ YIpPaBICHUEM
OTIepaIIMOHHBIX CUCTEM Ha 0aze sapa Linux

3.1 Obecneunty ayreHtuukanuioo mo SSH-kmouam, a TaKke OTKIIOYHTH
BO3MOXXHOCTb BXOJ[a C TIPaBaMH «root» (TMOBBINICHHE PUBUIICTUI OJKHO TTPOUCXOTUTH
TIOCPEICTBOM HACTPOWKU MOMUTHK sudo). OTKI0UHTh nmpsiMoi goctymn mo SSH u3 cetn
«HTepHETY.

3.2 Bxmounth cnyx0y smorupoBanus auditd, a Takke OCYIIECTBIATH
[IEHTPAJTM30BaHHbIII cOOp W MOHUTOPUHT COOBITUH, KaK MHHHMYM Ha BBITIOJTHEHUE
komaH: «sudo -1», «export HISTFILE=/dev/null», «unset HISTFILE», history -cw u 1.,
a Taxoke auth.log.

3.3 OcymecTBiasiTh MOHUTOPUHT BBIMOJHEHUS KOMAaHJ I CIYKEOHBIX
(CepBUCHBIX) YUETHBIX 3aMMUCEH HE TUIMMYHBIX JUIS CITYKO, K KOTOPBIM OHU OTHOCSITCSI.

3.4  OcyuecTBiasTe cOOp U MOHUTOPUHT COObITUN co3naHuss SSH-ToHHeneH u
npo6poca NopToB.



3.5 OcymecTBisiTh cOOp ¥ MOHHUTOPUHI COOBITHI W3MeHEeHHs (ailioB
/etc/passwd, /etc/shadow.

3.6  IIpow3BoauTh MPOBEPKY KOHTPOJBHBIX cyMM (md5/sha512) 3arpykaembIx u
YCTaHABIIMBAEMBIX (ailiioB.

4. Mepbl 3ammuThl MHGOpPMaMK OT yrpo3 O€30MacHOCTH HH(pOpMaLuH,
peanu3yeMbIX BHyTPEHHUMHU HapyLIUTEIIMHA

4.1. OTknIOYNTh YHAJICHHBIA JOCTYNl K KPUTHYHBIM CHUCTEMaM M CETSM,
IPEIOCTABIISISL €M0 TOJBKO MO COTJIACOBAHHOM 3asBKE W Ha KOPOTKHUI MHTEpBaJl BPEMEHU
JUIS1 BBITIOJIHEHUSI pa0oT.

4.2. Peammn3oBaTh 3amuch JEHCTBUM NPUBUIETMPOBAHHOIO IOJIB30BATEN,
BKurogast RDP ceccun (Tpu BO3MOXKHOCTH).

4.3.  Opranu3oBaTh poOJIEBYIO MOJEJb JOCTYIA IMOJIb30BaTeNed TakuM 00pa3oMm,
YTOOBl TOT, KTO HMMEET aJMUHUCTPATHBHBIA JOCTYH K CHCTEMaM, HE HUMEN IpaB
Ha yJaJieHue U MOIU(DUKAIIUIO PE3EPBHBIX KOMUHN 0a3 JTaHHBIX.

4.4. BHecTH U3MEHEHUS B IPOLENypYy MPOBEACHHUs] OOHOBIIEHUI TPOrPaMMHOTO
oOecnieueHusi. B ocoOblii mepuoj JOMKHBI HPOBOJUTHCS TOJBKO KPUTHUECKUE
OOHOBJIEHUSI, TPOLIEIIINE TIIATEIbHYIO IPOBEPKY O€30M1aCHOCTH.

5. Mepbl 3a1IMTHI CUCTEM U CeTel IIpU paboTe ¢ MOJAPSAHBIMU OPTaHU3AIUSIMH,
MOCTaBIIKMKaMH YCIYT B cepe HHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUI

5.1. OOecneuuTh yIpaBJIEHUEM CETEBBIM JJOCTYIIOM B TOUKaX COMPSDKEHUS

C CETSIMM CTOPOHHUX OpPTaHU3aIHil.

5.2. MHcnonb3oBaTh cUCTEMBbl OOHApPYKEHHUS BTOPKEHMM MM PEIIEHUH Kiacca
Network Traffic Analysis (NTA) B Toukax cONpsDKEHHS C CETSMHU MOJPSAHBIX
OpraHu3aluid ¥ TOCTaBUIMKOB YCJIYTr, [O3BOJSIOMIMX OJOKUPOBAaTh HW3BECTHHIE
KOMIIBIOTEPHBIE aTaKW M BBINOJHATH HENPEPBIBHYIO 3alUCh METAJAHHBIX CETEBOTO
Tpaduka 1t BHIIBJICHHS MOTEHIUAIBHBIX aHOMAJIHH.

5.3. JIna monb30BaTENbCKUX MOJAKIIOYEHUN U3 CETH MOJPSIHBIX OpraHU3alNil,
MOCTABIIMKOB ~ YCIYI  HCIOJIb30BaTh IEPCOHU(PUIMPOBAHHBIE  YYETHBIE  3alUCH
¢ 1Byx(haKTOpHOU ayTeHTU(PHUKAIUEH.

5.4. OOecneunTh peain3alrio yJAIEHHOTO JOCTYNa COTPYAHUKOB MOAPSTIHBIX
OpraHu3alui ¥ TOCTaBIIMKOB YCIYI K CHCTEMaM M CETSIM C NPUMEHEHHEM CpPEJICTB
YAQJICHHOW JUCTAHIIMOHHOW paboThl (IIPU BO3MOXKHOCTH) Yepe3 3alllUIIECHHbIC KaHaJIbI
nepenayu 1aHHbIX (¢ npuMmenenueM nporokonoB HTTPS, SSH u npyrux npotokosios).

5.5. OOecneunth ynpaBiI€HUE YUYETHBIMM 3alUCSIMM Ui COTPYJIHUKOB
CTOPOHHMX OpraHU3aliii O MPUHIMIY MUHUMAJIbHBIX IPUBUJIETUH.

5.6. Ilo BO3MOXHOCTM peaqu30BaTh KOHTPOJb JCUCTBHM COTPYJHUKOB
NOJPSAHBIX OpraHM3alii M MOCTABIIMKOB YCIYI € BO3MOXHOCTBIO 3KCTPEHHOTO
OTKJTIOYCHHSI CECCHH COTPYIHUKA U OTKAaTOM €ro JACWCTBUH (IOKHA OBITH peann3oBaHa
3aIUCh €T0 JCHCTBUN).

6. Mepsl 3ammThl UHGOPMAIMKM CHCTEM U CETel OpraHM3aluu mpu padote
C DJIEKTPOHHOM MOYTOI B OpraHe, OpraHu3aluu.

6.1. PaccMmoTperb BO3MOKHOCTH MEpPEX0Ja HAa OTEYECTBEHHBIC PEIICHHS WU
CEPBUCHI 110 3aAIIUTE FTEKTPOHHOM MOYTHI.



6.2. Ecnu opranuszanusi He B3aUMOJICHCTBYET C MHOCTPAHHBIMH KOHTpareHTamH,
3aMpeTUTh KOMMYHHUKAIIMU Ha CETEBOM ypoOBHE 1o npoTokony SMTP ¢ 3apy6exxubimu 1P-
aapecamu (IMPU BO3MOXKHOCTH).

6.3.  AKTUBHpPOBATh MEXaHU3MBI IIPOBEPKHU IOJIMHHOCTH JOMEHA-OTIIPABUTEIS C
ucnonb3zoBanrem Texnonoruit SPF, DKIM, DMARC (ipu BO3MOKHOCTH).

6.4. Hactpoutrp QyHKIIMM yBEeIOMJICHHs MOJb30BaTeNiell B TEKCTE COOOILEHUS
IPU MOJTYYSHUH OT BHEITHETO OTIPaBUTEINS (IIPU BO3MOKHOCTH).

6.5. 3anpeTuth UCHOJIB30BAHHUE IIOYTOBOIO CEPBEPA B KAUECTBE OTKPHITOIO relay.

6.6. Co3zmath OTAENBHBIM 3JIEKTPOHHBIA IOYTOBBIM ajapec, Ha KOTOPBIH
10JIb30BaTE€NU OyAyT MPUCHUIATh IOAO3PUTEIbHBIE NHCbMAa U NPOUH(OPMHPOBATH
ux 00 3TOM.

6.7. Hcnonb30BaTh MOYTOBYIO «IIECOUHHILYY.

6.8. 3abmoxkupoBaTh MOJYUYCHHUE MOJIH30BATEISIMU CUCTEM U CETEH AIEKTPOHHBIX
nuceM, HUMerImux BiIoxeHus ¢ pacmupenusmu  ADE, ADP, APK, APPX,
APPXBUNDLE, BAT, CAB, CUM, CMD, COM, CPL, DLL, DMG, EX, EX , EXE,
HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX, MSIXBUNDLE,
MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS, VHD, VXD, WSC,
WSF, WSH.

7. OO61ecrucTeMHble MEpBI 3alUThl UHPOPMALIUHY, a TAKXKE CUCTEM U CeTel

7.1.  OOGecneynTh pe3epBHOE KOIMHUPOBAHHE B HW30JUPOBAHHOM CETMEHTE
cucreMsbl. [IpoBecTu TecTupoBaHUE BOCCTAHOBIIEHUS U3 Pe3e€pBHBIX Konui. JlocTyn

K 3TOMY CETMEHTY JOJKEH ObITh MUHUMHU3UPOBAH MO O€JIbIM CIIHCKaM C 3alpeTOM
nocryna u3 cetu « IuTepHer».

7.2. PaccMOTpeTh OTEHECTBEHHbIE allbTEPHATHBBI 3apyO€KHBIM IOCTaBIIMKAM
uHpopmanuu 06 naaukaropax kommpomeranuu (IoC).

7.3.  3amperuTh OTIpPaBKY COOBITHI 0€30MacHOCTH BO BHEIIHHE MHOCTPAHHbBIC
cepsucsl (Cloud SIEM, Cloud EDR, SOC u MDR).

7.4. He ucnonb3oBaTh pemo3uTOpuil XpaHeHus koaa github mms paGoTel Han
coOCTBEHHBIMHU TpoekTamMu. [Ipu HE0OXOIMMOCTH pa3BepHYTh CBOW HM30JUPOBAHHBIN
CEpBEP PEMO3UTOPUEB.

7.5. MHckmounTh TpUMEHEHHE CEpBUCOB OOMEHa TEKCTOM, Takux Kak Pastebin
M €ero AaHajoroB Jjsi TNepelayd 4YyBCTBUTENIbHONM HWHGOpMALUM, HAIpPHUMED,
KOH(UTYpalMOHHbIX (alJIOB, MCXOJHOTO MporpaMMHOro kozaa. Ilpu HeobxomumocTu
pa3BepHYTh YaCTHBII cepBUC OOMEHA TEKCTOM (Hampumep, privatebin).

7.6. JInsa oka3aHMs METOAMYECKOW IOMOLIM [0 peaau3aluy MPUBEIECHHBIX
B HACTOSIILIEM JJOKYMEHTE Mep 3allUThl HHPOPMAIUU CHEIUAIUCTHI 1O HH()OPMAIIMOHHON
6e3onacHocTH MOTYT oOpatuthes B Ynpapinenne ®CTOK Poccun nmo CeBepo-3amagHomy
dbenepanpHOoMy Okpyry mo Ttenedony 8 (812) 312-51-35 u B ueHTpasibHBIN ammapat
OCTIK Poccun (miisa denepanbHbIX cucteM U cereit) mo tenedonam 8(499)263-27-65 u
8(499)263-27-75.

7.7. B cnmydae BBISIBJICHHS IPU3HAKOB KOMITBIOTEPHBIX MHIUJACHTOB B CHCTEMAaX
U CeTAX HeoOXOJMMO He3aMeUTEeNbHO NpouHpopMUpoBaTh 0 HUX HanumoHanbHbBIN
KOOPAMHALIMOHHBIN LIEHTP MO KOMIBIOTEPHBIM UHIIMAECHTaM (TeiL.: 8 (916) 901-07-42; s
nmoyTa: info@cert.gov.ru).



mailto:info@cert.gov.ru

JJonmo/IHUTEJbHBIH NEepeYeHb Mep 3aluThl HHGopManud MH(OPMALUOHHOM
HHGPACTPYKTYPhI OPraHOB rOCYyAApPCTBEHHON BJIacTH M opranu3aunuii Poccuiickoit
Denepanuu

AHanmu3 cBeneHudl 00 yrpo3ax 0€30MacHOCTHM HMH(POpPMAalMU IOKa3bIBAET, YTO
3apyOeKHBIMH XaKEPCKUMHU TPYNIHUPOBKAMH MPHU peaU3ali KOMIBIOTEPHBIX aTak Ha
uH(popMannoHHy0 uHppacTpykTypy Poccuiickoit ®@enepaniuu akTUBHO HCIIOIB3YIOTCS
YS3BUMOCTH MUKpoIporpamMmHaoro obecrieuenust BIOS noytoykos DELL.

Vsa3Bumoctu MuKpornporpammuoro obecnedyenuss BIOS noyrOyxkoB DELL
(BDU:2022-01431, BDU:2022-01432, BDU:2022-01433, BDU:2022-01434, BDU:2022-
01435, ypoens onmacHoctu o CVSS 2.0 - cpeannii, mo CVSS 3.0 - BEICOKHUI) CBSI3aHBI C
BBIXOJIOM OTIepalliy 3a IpaHullbl Oydepa B MaMITH U MOTYT OBITh PEATM30BaHbI JJOKAIBHO
BHYTPEHHUMHU HAPYIIUTEISIMU. OKCIUTyaTallisl yKa3aHHBIX YSI3BUMOCTEH MOXET
MO3BOJINTH HAPYILIUTENIO BBIIOIHUTH IPOU3BOJIbHBIN KOJ.

B cnydae Hanmums B uHGpOpManMoOHHOM HHPpacTpykType HOyTOykoB DELL
HEOOXOIMMO MPUHSATH CIEAYIOUIUE TOTOJHUTEIbHBIE MEPHI 3alIUThI HH(OpMAIUH:

OTPaHUYUTH JIOCTYHN K YSI3BUMBIM YCTPOWCTBaM, B TOM YHCII€, C IPUMEHEHUEM
CPEACTB JOBEPEHHOU 3arpy3Ku;

OTKJIFOYUTh HEHUCIOJb3yEeMbIE YYETHBIE 3allMCH II0JIb30BATEIEC, B TOM YHCIIE
aJMUHHCTPATOPOB MH(POPMALIMOHHBIX CHCTEM, a TAK)XXE YUYETHBIC 3aIIMCU HEIOBEPEHHBIX
MOJI30BATENEH;

o0ecrnevynTh NPUHYAUTEIFHYI0 CMEHY MapoJjieil Moab30BaTeNeH;

OCYILIECTBIIATH MOHUTOPUHT JEUCTBUI MOJIb30BATEINCH;

MCIOJIb30BAaTh AHTUBUPYCHBIE CPEJICTBA 3AIUTHI HHPOPMAIUH.



